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Key Findings 

Highest terrorism risk scenario: 

o Homegrown violent extremists (HVEs) or a lone offender entering an SB48 venue and conducting an 

attack using small arms/IEDs, causing mass casualties and public panic. 

o  Consequences could include life safety / public health, economic impacts, psychological impacts such as 

loss of  public confidence and perception of security gaps, and special event impacts, including the 

potential delay or cancellation of SB48.  

  Highest cyber risk scenario: 

o  Interference with critical infrastructure due to exploitation of Industrial Control Systems (ICS) or 

Supervisory Control and Data Acquisition (SCADA) systems. 

o  The most likely cyber-related scenario involves the hacking of SB48-related websites or hacking 

legitimate social media accounts to spread disinformation and confusion potentially impacting resource 

allocation. 

Highest potential hazard risk scenario: 

o Significant weather event, such as snow and/or ice. 

o  Consequences could include hazardous travel conditions, ingress / egress issues, public safety issues, 

and potential delay or postponement of SB48. 
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SB48 Venues  
Meadowlands Sports Complex, East Rutherford 
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The Meadowlands Sports Complex includes several structures: 

MetLife Stadium, opened in 2010 with 82,566 seats, is the open-air host of the 2014 Super Bowl game.  

The IZOD Center, opened in 1981, has 20,049 seats and occupies 48 acres, rising to 140 feet. It will 

support “NFL on Location” activities on game day. 

The Meadowlands Racetrack, opened in 1976, has an estimated total capacity of 40,000. It will support 

the NFL’s pre-kickoff Tailgate Party, the Fox Party, media workroom, and the Owner Welcome Pavilion. 

The American Dream Meadowlands, a 4.8 million-square-foot structure currently under construction, will  

support SB48 operations. 

The Quest Diagnostics Training 

Center, a 20-acre facility, will host the 

NFC team practices during SB48 week. 

The Center includes a full size field 

house, one turf field and three grass 

fields outside, a weight room, locker 

room, cafeteria, and offices for the New 

York Giants.  

NJ Transit’s Meadowlands Station 

provides passenger service to and from 

Secaucus and Hoboken. 



SB48 Venues  
Prudential Center, Newark 
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The Center, located in downtown Newark, 

opened in 2007.  

 Neighbors include office buildings, a 

church, parking garage, a small pedestrian 

plaza, and multiple parking lots.  

Two blocks south of Newark Penn Station, 

the arena can hold more than 18,500 

people. The facility has 76 luxury suites, 

event suites, lounges, a bar, a 350-seat 

restaurant, and a full-size practice rink with 

800 seats  

 The Center hosts approximately 200 

events annually, including New Jersey 

Devils and Seton Hall men’s basketball 

games, as well as concerts and family 

shows.  

On Tuesday, January 28, 2014, the Prudential Center will host SB48 Media Day. 



SB48 Venues 
Team Hotels, Jersey City 

The Westin, located in the waterfront financial district, includes 429 

guestrooms, 19 suites, 20,000 square feet of banquet and meeting space, 

two restaurants, and a lounge. The 23-story hotel is one block from the 

Pavonia/Newport PATH station and adjacent to the Newport Centre Mall. 

o The Westin will host the NFC team. 
 

The Hyatt, located on the Harborside Financial Center's south pier, has 

350 guestrooms, a gym, indoor pool, restaurant, and lounge. The hotel has 

more than 20,000 square feet of meeting space, two ballrooms, an outdoor 

terrace and a promenade. The pier, accessible by public walkways on both 

sides of the hotel, has a 120-foot-long public park jutting into the river. 

o The Hyatt will host the AFC team. 
 

The 13-story DoubleTree, located in the waterfront financial district, has 

198 guestrooms, a fitness center, restaurant, business center, covered 

parking, and 1,300 square feet of meeting space. The hotel is near the 

Newport Centre Mall, the PATH train, and New York Waterway ferry. This 

facility will host additional individuals associated with the teams. 
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The Hyatt, Westin, and DoubleTree hotels in Jersey City will host 

the NFL teams and other VIPs during the week leading to the SB48. 



SB48 Venues 
Atlantic Health Jets Training Center, Florham Park 

The Center has five full-length fields, 

including an indoor field, two dining 

halls, 10 classrooms, locker room, 

weight room, players’ lounge, and 160-

seat auditorium.  

The complex also has corporate offices, 

training rooms, media facilities, and 

parking for 320 vehicles. 

 Built in a quasi-industrial park, the 

surrounding area is suburban and not 

particularly congested with traffic on 

most days.  

 Local media reporting indicates that at 

least some public familiarity with the 

venue based on attendance at Jets 

practices. 
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The Atlantic Health Jets Training Center will host the AFC team during the week before SB48. 



On Sunday, February 2, 2014, MetLife Stadium will host Super Bowl XLVIII (SB48), the 

culmination of a week of events that may draw an estimated 300,000 visitors to the New Jersey-

New York metropolitan area. 

 

Significant events during the week include: 

 

January 27: Teams arrive in New Jersey 

          Host Committee Welcome Ceremony, Liberty State Park, NJ  

January 28: Media Day, Prudential Center in Newark, NJ 

                         Practice Day 

January 29: Super Bowl Boulevard on Broadway (34th  - 44th Streets), New York, NY 

  NFL Skills Challenge, Chelsea Waterside Park, New York, NY 

  VH1 Super Blow Blitz, Brooklyn Bowl, Brooklyn, NY 

                         Practice Day 

January 30: Roman Numeral Cauldron, Hoboken, NJ 

                         Practice Day 

February 2: Super Bowl 48, MetLife Stadium, East Rutherford, NJ  

   

 

Super Bowl Week Overview 
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           SB48 Significant Events in New Jersey 

          January 27, 2014 (Opening Ceremony, Liberty State Park) 

 

 

 

 On January 27th the NFL will host an Opening Ceremony at Liberty State Park that will be 

followed by a  Macy’s fireworks display from 2 barges set in the Hudson River. A fenced off area 

will be set up and 5000 people are expected. All vehicle parking will be in the Ferry Lot, Liberty 

Science Center, and Transit Lot. 

  

 The Liberty House Restaurant will be utilized, with the second floor accommodating Super 

Bowl VIP's and the event crew on the first floor.  

 

 Included in the Opening Ceremony will be musical entertainment. The event stage will be on 

the performing platform near the 9 /11 Memorial. The live show will start at 7:30 p.m. with the 

fireworks show to begin at approximately 8:45 p.m. and end at 9:00 p.m.   
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SB48 Significant Events in New Jersey 

January 28, 2014 (Media Day, Prudential Center) 

 

 

 

 On January 28th the Prudential Center in Newark will host SB48 Media Day. The event 

organizers expect approximately 7,000 fans and another 2000 media personnel.   

 

 Doors will open at 9:30 a.m. to all ticket holders. Media Day will begin at 10:30 a.m.  All seating 

for the event will be reserved. Event planners estimate that Media Day will conclude at 

approximately 2:30 p.m. Typical street closures in the area surrounding the venue that occur 

during Prudential Center events should be expected.  
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          SB48 Significant Events in New Jersey 

       January 30, 2014 (Roman Numeral Cauldron, Hoboken) 

 

 

 

 The City of Hoboken will host the Hoboken Huddle at Pier A Park on the Hoboken waterfront 

the week of January 27 to February 2 leading up to Super Bowl XLVIII.  

 

 The centerpiece of the Hoboken Huddle, which will include activities, food, and entertainment, 

will be a large 16 foot tall illuminated sculpture of the Roman numerals “XLVIII” overlooking the 

Manhattan skyline.  
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Current Threat Environment 

International terrorist groups and individual violent extremists have sought to attack a wide variety of 

targets within the United States, often with the intention of attacking large groups of people congregating in 

hopes of inflicting mass casualties, causing significant economic disruptions, and creating psychological 

harm.  

 

 The greatest potential threat to SB 48 would be that posed by a homegrown violent extremist (HVE) or 

lone offender.  

 

 HVEs typically conduct small, simple, and relatively inexpensive plots with short operational cycles, 

improving their operational security and reducing the opportunities for law enforcement to detect the plots  

 

 Common tactics associated with HVE attacks include IEDs and small arms.  
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The NJ ROIC currently has no information regarding a specific or credible threat 
related to SB48 events in New Jersey, and assesses the likelihood of an attack as low.  

The NJ ROIC conducted analysis of suspicious activity reports and watch-list encounters 

in New Jersey, but found no relevant patterns or trends indicating any related threats. 



A lone offender is an individual motivated by one or 

more violent extremist ideologies who, operating alone, 

supports or engages in acts of violence in furtherance of 

that ideology or ideologies that may involve influence from 

a larger terrorist organization or a foreign actor. 

Threats to SB48 - Terrorism 

Homegrown Violent Extremists (HVEs) continue to express the intent to attack a wide variety 

of targets within the United States to cause mass casualties and economic damage. 

High-profile events, such as SB48 or associated events and venues associated with large crowds, 

represent potentially attractive targets for international terrorists and HVEs. In recent years, domestic 

extremists have not targeted major sporting events.  
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The most likely terrorism-related scenario targeting SB48 

venues involves HVEs or lone offenders. 

o HVEs or a lone offender could use insider information, 

diversionary tactics, small arms, and IEDs to enter one of the 

hotels, targeting crowed areas to inflict mass casualties, 

generate public panic, and garner media exposure. 

o HVEs and lone offenders are difficult to detect because they 

are not directly affiliated with any larger movement and do not 

involve others in their planning, making it challenging to 

provide specific warning of, or law enforcement intervention 

in, potential attacks or other violent acts.  

o Multiple issues of Inspire have praised the actions of HVEs 

and encouraged readers to conduct their own independent 

attacks using explosives, small arms, and vehicles as 

potential weapons against civilian populations. 

An HVE is a person of any citizenship who has lived or 

operated primarily in the United States or its territories 

who advocates, is engaged in, or is preparing to engage 

in ideologically-motivated terrorist activities (including 

providing support to terrorism) in furtherance of political or 

social objectives promoted by a foreign terrorist 

organization, but is acting independently of direction by a 

foreign terrorist organization. HVEs are distinct from 

traditional domestic terrorists who engage in unlawful acts 

of violence to intimidate civilian populations or attempt to 

influence domestic policy without direction from or 

influence from a foreign actor. 



Transportation Threats  

 
SB48 Host Committee has publicly advertised the event as the “Mass Transit Super Bowl” since 

the event is hosted by both New York/New Jersey with numerous events taking place during the 

week in both states and the lack of parking on game day at MetLife Stadium and resulting 

emphasis on mass transit.  

 

 Public safety and private security officials in New Jersey are reminded that secondary targets 

such as train stations and bus terminals along the routes of travel to large, significant events may 

be potential targets of attack by terrorists when their preferred or primary targets are heavily 

secured. The ease of access and the presence of large groups of people and baggage, make 

mass transportation particularly vulnerable to an attack.  

 

 Recent attacks highlight the threat to mass transit  and the transportation sector such as  

   Multiple bombings of train station and bus (Volgograd, Russia) 

   Bus bombing (Tel Aviv, Israel)       

 

 Key mass transit assets related to SB48: 

oGeorge Washington Bridge, Holland Tunnel, Lincoln Tunnel  

oNew York Penn Station, Newark Penn Station, Secaucus Junction, Hoboken Train Station, 

oPort Authority Bus Terminal, Journal Square Transportation Center  
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Threats to SB48 - Crime 

Due to the level of security surrounding the venues, violent crime is not considered a high risk. Common 

criminal tactics, techniques, and procedures at similar high-profile stadium events include trespassing, 

counterfeiting merchandise, stalking/harassing players, thefts, fraudulent ticket sales, and vehicular 

burglary, some of which may occur at the hotels. 

 

The venues may receive bomb threats, but the FBI Behavioral Analysis Unit assesses that anonymous 

bomb threats generally do not accurately predict or telegraph a subsequent act of violence. In general, 

those who make threats do not attack and those who attack do not make threats. 

 

The NJ ROIC assesses that the most likely crime-related scenario targeting SB48 venues involves 

criminals selling counterfeit merchandise or fraudulent tickets. Due to the extremely high presence of law 

enforcement personnel, criminal opportunists will likely have limited opportunity to perpetrate criminal acts, 

but may conduct their activity in close proximity to respective venues or online. 

 

The NJ ROIC assesses with medium confidence that an alternative crime-related scenario specifically  

targeting the team hotels involves criminal trespassers surreptitiously accessing the hotels while the teams 

are there and posting evidence of it online for personal notoriety. 
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Trafficking indicators include: 
o Is the victim in possession of identification and 

travel documents; if not, who has control of the 
documents? 

o Was the victim coached on what to say to law 
enforcement and immigration officials? 

o Was the victim recruited for one purpose and 
forced to engage in some other job? 

o Is the victim’s salary being garnished to pay off a 
smuggling fee? (Paying a smuggling fee alone is 
not trafficking.) 

o Was the victim forced to perform sexual acts? 
o Does the victim have freedom of movement? 
o Has the victim or family been threatened with 

harm if the victim attempts to escape? 
o Has the victim been threatened with 

deportation or law enforcement action? 
o Has the victim been harmed or deprived of food, 

water, sleep, medical care or other life 
necessities? 

o Can the victim freely contact friends or family? 
o Is the victim a juvenile engaged in commercial 

sex? 
o Is the victim allowed to socialize or attend 

religious services? 

 Criminal elements engaged in sex trafficking 

who are attempting to capitalize on the influx of 

money and demand surrounding SB48, will 

likely come to northern New Jersey. 

 

Potential sex trafficking actors include 

organized criminal groups and unaffiliated 

freelancers, who would most likely use the 

Internet to further their activities. 

 

The New Jersey-New York metropolitan area 

has numerous hotel/motel facilities, some of 

which have had historical issues with 

prostitution. 
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Threats to SB48 – Human / Sex Trafficking 

Sex trafficking involves a commercial sex act induced 
by force, fraud or coercion, or in which the person 
induced to perform such act has not attained 18 
years of age. 



Threats to SB48 - Cyber 

Potential cyber threat actors include nation-states, cybercriminals, and “hacktivists” and terrorist 

organizations.  

 Ideologically motivated and malicious criminal hacking techniques, such as website 

defacement, distributed denial of service, and data release, are high profile, low impact threats.  

 Advanced cyber threat actors could also conduct a wide range of cyber-attacks in an attempt to 

compromise computer networks to obtain critical information or support physical attacks. The 

diffuse and varied nature of criminal cyber activity makes it extremely difficult threat to defend 

against. 

 The highest cyber threat risk involves ideologically motivated “hacktivists” conducting attacks to 

access industrial control systems and impacting critical infrastructure. This scenario, however, is 

considered unlikely. 

 The most likely cyber-related scenario entails ideologically motivated “hacktivists” exploiting 

wireless systems. Malicious actors could exploit those systems to deface SB48-related 

websites or hack legitimate social media accounts to spread disinformation, sow confusion, 

deplete security resources, and gain notoriety within their cyber community. 
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Threats to SB48 – Counter Intelligence 

The NJ ROIC has no credible information indicating specific individuals or groups are seeking to 

conduct intelligence collection activities at the SB48 venues. 
 

Intelligence collection scenarios of concern involve foreign intelligence services or foreign dignitaries 

covertly targeting government officials and corporate executives at SB48 events. 
 

Credentialed media organizations and journalists also represent potential collection assets for foreign 

intelligence services. 
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Threats to SB48 - Prospective Hazards  
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The most likely hazard-related scenario entails a 

significant weather event, such as a snowstorm, 

that would create hazardous travel conditions for 

the SB48 participants. 

 

An alternative hazard-related scenario is of a 

demonstration or protest, which could negatively 

affect local traffic conditions.  

 

oThe NJ ROIC recognizes that Americans have 

constitutionally protected rights to assemble, 

speak, and petition the government. The NJ 

ROIC safeguards these First Amendment 

rights, noting that violent extremists could 

disrupt legal activities, interfering with 

otherwise peaceful events. 



Protective Measures for Facility Managers 

Private sector security officials should consider the following protective measures: 

Establish comprehensive security and emergency response plans for events/facilities 

o Integrate operations with local law enforcement and public safety agencies 

o Test primary and backup communications systems with emergency responders 

o Develop mass evacuation procedures in response to a threat. 

o Identify and designate egress and ingress routes for emergency vehicles.  

o Conduct explosive detection canine team searches of vehicles requiring entrance into a secure zone. 

Establish personnel screening checkpoints for access control into the event/facility 

o Install vehicle barriers and designate vehicle marshaling locations to ensure adequate standoff distances.  

o Conduct additional sweeps of the facility or event area using roving patrols and explosive detection canine teams. 

Ensure personnel receive training on IED and threat awareness, emergency communication, response 

actions, and reporting of suspicious activity. 

o Institute strategies for detecting and reporting pre-operational surveillance and other suspicious activity 

o Provide VBIED indicators (vehicle sagging, illegally parked, etc.) and reporting procedures to event/facility staff 

o Remove objects from the facility or event which could conceal IEDs (e.g., trash containers, crates, etc.) 

o Be vigilant of secondary devices; specifically at anticipated evacuation routes. 

Implement a public awareness and vigilance campaign that provides information for reporting and 

responding to potential IED activity (e.g., PA system announcements, television ads, social media, etc.). 
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Pre-Operational Indicators 
Surveillance & Attack Planning 

Possible indicators of pre-operational surveillance or attack planning include: 

Engaging in overtly suspicious actions to provoke and observe responses by public safety personnel 

Discreet use of cameras or video recorders, sketching, or note-taking consistent with surveillance 

Observation of, or questions about facility air conditioning, heating, and ventilation systems 

Activities in storage facilities or other areas that could be used to construct an IED 

Repeated visits by the same subjects, including attempts to disguise appearance from visit to visit 

Purchases of explosive precursors (e.g., hydrogen peroxide, acetone, propane, fertilizer, etc.) 

Multiple false alarms or fictitious emergency calls to same locations or similar venues 

Unusual interest in sensitive information about security measures, personnel, entry points, peak 

days/hours of operation, and access controls such as alarms or locks  

Observation of or unusual questions about security measures, such as staffing, barriers, restricted areas, 

cameras, and intrusion detection systems  

Attempted, unauthorized access to rooftops or other sensitive areas  

Unusual interest in speaking with building maintenance personnel 

Observation of security reaction drills or procedures  

Attention to or avoidance of surveillance cameras 

Garments not appropriate for weather/seasons 
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Each indicator may be by lawful conduct and 

the exercise of rights guaranteed by the U.S. 

Constitution. There also may be a wholly 

innocent explanation for the suspicious 

behavior. Therefore, no single indicator 

should be the sole basis for law enforcement 

action. The totality of behavioral indicators 

and other relevant circumstances should be 

evaluated when considering any law 

enforcement response or action. Unclassified//For Official Use Only 



Report Suspicious Activity 

Any suspicious activity with a possible nexus to terrorism in New Jersey should be reported 

immediately following existing protocols specific to respective counties. Activity can also be 

reported to CT Watch located at the ROIC at (866) 4SAFENJ (866-472-3365) by dialing 2-1-1 

or Tips@NJHomelandSecurity.gov.  

 

Suspicious activity along NJ Transit can be reported by dialing 1-888-TIPS-NJT (888-847-7658) 

 

Suspicious activity in New York can be reported by dialing (866)SAFE NYS (866-723-3697) 

 

Any agency with information or comments/questions about this document should contact the NJ 

ROIC Intelligence and Analysis Threat Unit at (609) 963-6900, ext. 6982, or email at 

njroicanalysis@gw.njsp.org.  
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SB48 Areas of Operation 
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Meadowlands Sports Complex 


